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SENT VIA U.S. MAIL

Letter of Request for Informal Discoaery

Re: 1:11--cv-23036-FAM Ref {fJ
AF Holdings LLC a. John Does 1-i62

This is a letter of request for informal discovery pursuant to the applicable Iocal
rule(s) in your jurisdiction. \4,'e have commenced our discovery efforts in relation to
the above-titled matter and your cooperation is required.

If this request is lejected, a forrnal rnotiou will be filed u,'ith the Court to cornpel
action. A copy of the motion to compel. memorandum of lar,r, in support thereof, and
a proposed order are attached as exhibits for your reference.

Your full and prompt cooperatlon is encouraged, and any failures or bad faith at-
tempts to cooperate will be addressed formally.

I. Definitionsl'

The following definitions shall apply to these requests:

1. 'PRENDA LAW", "US', and 'OUR' shall refer to Prenda Larn, Inc.

2. 'YOU', and "YOUR" shall refer to the partv to whoni these document requests
ale dilected, its afliliated and relatecl companies and all other entities owned
or controlled by it. its predecessors and successors, present and former offtcers,
directors, controlling shareholders. agents, partners, employees, representatives.



7.

8.

consultants, attorneys, and all other persons acting or purporting to act on its
behalf.

3. 'APPLICANT SOFTWARE' shall refer to any set of electronic instructions,
also known as programs, which instructs a computer to perform a specific set of
processes. This includes, but is not limited to, any programs used or that could
potentially have been used to download the relevant copyrighted content, any
BitTorrent software or programs, used in any manner by your client, even if your
client did not use the program to download the copyrighted material.

4. 'ARCHIVE' refers to a copy of data on a computer drive, or on a portion of a
drive, maintained for historical reference.

? 5. 'BACKUP' refers to a copy of active data, intended for use in restoration of
B'rdata. n*tfl

'th.tfirriiioS'COVfPUTER' includes, but is not limited, to network servers,
desktops, laptops, notebook computers, home computers, minicomputers, main-
frames, the PDAs (or any such handheld computing devices), Blackberrys, Palm
Pilots, smartphones, cell phones, voicemail, and digital cameras. It also includes
any components attached to or contained within computers such as the hard
drive, tape drive, computer bus, CPU, motherboard, RAM, storage controllers,
media devices, modem, router, and monitor.

'DATA' refers to any and all information stored on media that may be accessed
by a computer.

The terms 'DOCUMENT' and 'DOCUMENTS' mean any ESI stored on any
online storage and/or direct accgss storage devices attached to your client's main-
frame .o*prt.r, andf or minicfiputers.

It also means all writings of any kind, including the originals and all non-identical
copies, whether different from the originals by reason of any notation made on
such copies or otherwise, including without limitation, correspondence, memo-
randa, contiacts, reports, checks, statements, receipts, returns, printed matter,
computer printouts, invoices, all drafts, alterations, modifications, changes, and
amendments of any kind of the foregoing, graphical or pictorial records and
representations of any kind (including, without limitation, photographs, charts,
graphs, microfiche, microfilm, videotapes, recordings, motion pictures), and any
electronic, mechanical, or electric records or representations of any kind (includ-
ing without limitation, tapes, cassettes, disks, recordings, and computer mem-
ories) regardless of whether designated nconfidential,' 'privilagecl,' or otherwise
restricted.

Internet cookies, browser history, bookmarks and favorites with regards to any
websites where the relevant copyrighted material was found and downloaded by
you are also considered 'DOCUMENT' or 'DOCUMENTS'.

It also includes any electronically stored data on magnetic or optical storage
media as an nactive' file or files (readily leadable by one or more computer
applications or forensics software); any ndeleted' but recoverable electronic files
ort said rnedia; arry electrouic file fragmeuts (files that have been deleted aud
partially overwritten with new data); and slack (data fragments stored randomly
from random access memory on a hard drive during the normal operation of a
computer [RAM slack] or residual data left on the hard drive after new data has
overwritten some but not all of previously stored data).



9. 'ESI' or 'trLECTORNICALLY STORED INFORMATION' refers to informa-
tion stored on any kind of electronic media. It includes relevant electronic infor-
mation stored on your client's behalf by third parties such as banks, professionals
(such as accountants or lawyers), the government, insurers, third party service
providers, affiliated cornparries, data warehouses or iuternet service providers.

The possible forms of ESI include not only emails and word processing docu-
ments, but also spreadsheets and other accounting data, the contents ofdatabases,
electronically-stored voice mail records, archived and deleted files, auto-recovery
files, web-based files such as internet history logs, temporary internet files and

'cookies,' and metadata. ESI may reside not only in areas of electronic, mag-
netic and optical storage media reasonably accessible to you, but also in areas

you may deem not reasonably accessible.

10. 'HARD DRIVE' refers to the primary hardware that a computer uses to store
information, typically magnetized media on rotating disks.

11. 'IMAGED COPY' refers to a nmirror image' bit-by-bit copy of a hard drive (i.e.,

a complete replication of the physical drive).

12. 'INPUT DEVICE, refers to any object that allows a user to communicate with
a computer by entering information or issuing commands (e.g. keyboard or
mouse).

13. The term 'MAGNETIC OR OPTICAL STORAGE MEDIA'includes, but is not
limited to, hard drives (also known as nhard disks'), backup tapes, CD-ROMs,
DVD-ROMs, JAZ and Zip drives, and floppy disks.

14. 'NETWORK' refers to a group of connected computers that allow people to
share information and equipment (e.g., local area network [LAN], wide area
network [WAN], metropolitan area network [MAN], storage area network [SAN],
peer-to-peer network, client-server network).

15. 'OPERATING SYSTEM' refers to software that directs the overall activity of a
computer (e.g., MS-DOS, Windows, Linux).

16. 'NETWORK OPERATING SYSTEM' refers to software that directs the overall
activity of networked computers.

17" 'SOFTWARE' refers any set of instructions stored on computer-readable media
that tells a computer what to do. It includes operating systems and applications"

18. 'STORAGE DEVICE, refers to any device that a computer uses to store infor-
mation.

19. 'STORAGE MEDIA, refers to any removable devices that store data.

II. Instructions Regarding the Discovery Process

This is an informal discovery. However, all request's herein must be complete while in
compliance with formal discovery rules applied to discoveries ordered by the court.

1. Each request herein for a document, documents or ESI to be produced, of any
kind or description, requires the production of the document or ESI in its entirety,
without redaction or expurgation.

2. lf. any document or trSI covered by these requests is withheld from production for
any reason including attorney-client privilege or work-product doctrine, furnish
a log identifying each such document and with respect to each document so



withheld provide: (a) the reason for withholding; (b) the date of the document or
ESI; (c) iderrtificatiorr by rrarne aud horne address of each persorr who ha^s received
or has custody of the document, ESI, or any copies thereof; (d) identification
by name and home address of each person who has reviewed or had access to
the document or ESI and/or any copies thereof or to whom any portion of the
document or ESI has been communicated; (e) a brief description of the nature
arrd subject matter of the document or ESI; and (f) the specific document or ESI
request to which the document or ESI is responsive.

3. trach document or ESI request contained herein shall be continuing in nature
and any documents or ESI provided in response to same shall be supplemented
to include any additional documents or ESI responsive to these requests which
are later discovered by you or your agents.

4. Each request for documents or ESI, and the portions thereof, are to be responded
to separately, but the responses to one request for documents, ESI, or portion
thereof, may, where appropriate, be incorporated by reference to responses to
other requests for production of documents, ESI, or portions thereof.

III. Discovery of Evidence

There are three categories of information or methodology of discovery we are seeking
through this informal discovery. They are: (1) depositions; (2) ESI; and (3) Survey of
Network - Inspection of Premises. Each category or methodology has its individual
character, purpose and scope. As such, follow the instructions given above completely
and thoroughly, and refer to this section for guidance.

Please be advised that requests herein are not exclusive. This letter in no manner
Iimits the scope of present or future discoveries, and it is not intended to mislead your
client as to the scope and limits of their cooperation. Upon further investigation, if
and when the need arises, supplemental requests may be presented to you for the
purposes of our satisfaction, and those requests must also be responded to fully and
in compliance to formal rules of discovery.

1. Depositions

The deposition will directly involve you, and we need your participation. Please
make certain that you are appropriately prepared and knowledgeable as to the
purpose and scope of the depositions. The main purpose of the deposition is to
determine and ascertain the identity of the infringer in this action. Specifically,
we would like to depose you to determine whether it was your client or a third-
party who, via your client's Internet account, committed infringement. As you
are aware, any information we gather during the deposition may be used in lieu
of testimony in the event of a formal trial. Types of depositions pursued will
include, but not limited to, oral depositions, depositions on written questions,
and deposition of business records. Oral depositions may demand request for
documents in the notice of taking deposition, and will be examined during the
course of the oral deposition.

The types of information sought as part of the deposition are broad in scope
and will encompass many aspects of your behavior and actions related to the
IP address. As such, depositions pertaining to this action may relate to: (1)
the accountholder and/or the ownership of the IP address retrieved by our IT
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Specialists; (2) the location, type, kind, or usage of applicant software, archive,
backup, computer, data, hard drive, imaged copy, input device, magnetic or
optical storage media, network, operating system, network operating system,
software, storage device, or storage media related to the IP address pertaining
to the operatiorr arrd identificatiorr of the IP address; (3) rrarnes, whereabouts,
information for identification of any persons involved or related to the usage,
storage, or handling of any applicant software, archive, backup, computer, data,
hard drive, imaged copy, input device, magnetic or optical storage media, net-
work, operating system, network operating system, software, storage device, or
storage media related to the IP address; or (4) the type, kind, size, description,
or explanation of information stored on, previously stored on, or used through
applicant software, archive, backup, computer, data, hard drive, imaged copy,
input device, magnetic or optical storage media, network, operating system, net-
work operating system, software, storage device, or storage media related to the
IP address.

Depositiorrs carr be held at auy of our offices or at a predetennined locatiou
within 100 miles of the place of service for your convenience. The depositions will
have the presence of a reporter and will be on record. All and any requirements of
the depositions can be arranged and must be determined at a reasonable time. As
expected, the depositions process will also require some correspondence between
Prenda Law Inc. and you to schedule the depositions. As such, in addition to
your response to this letter of request, your further cooperation and assistance
in arranging and conferring the scheduling of the depositions are required and
requested. Please arrange your responses accordingly.

Electronically Stored Information (ESI)

ESI is crucial to our discovery if we are to conduct a thorough and fruitful
investigation regarding this action. As such, ESI and obtaining all ESI pertinent
to our case is essential. This process of collecting ESI will require full and atten-
tive cooperation from you, and your utmost adherence to our attached warning,
Preservation Evidence (Spoliation) Warning Letter, is required to prevent and
avoid any dangers of spoliation of potential evidence.

The purpose of the ESI phase of our informal discovery is to determine and
ascertain what is on or what was previously on your computer and hard drive,
This process will entail in part an examination of your computer and hard drive
for any traces of our client's file or any evidence of your attempts at spoliation.

The scope of the ESI discovery will be broad. It will encompass any trace,
documents or ESI produced as a result of any activity or action, related to the IP
address in question, performed by you or any potential third party. Thus, all ESI
residing in any applicant software, archive, backup, computer, data, hard drive,
imaged copy, input device, magnetic or optical storage media, network, operating
system, network operating system, software, storage device, or storage media is
requested for inspection. As to further guidance on what kind of document or
information constitutes ESI, please refer to the Definitions section of this letter.

Additionally, electronic documents and the storage media on which they reside
contain relevant, discoverable information beyond that which may be found in
printed documents. Therefore) even where a paper copy exists, we request all



documents in their electronic form along with information about those docu-
ments contained on the media. We also request paper printouts of only those
documents that contain unique information after they were printed out (such
as paper documents containing handwriting, signatures, marginalia, drawings,
annotations, highlighting and redactions) along with any paper documents for
which no corresponding electronic files exist.

3. Survey of Network - Inspection of Premises Inspection of Premises is funda-

mental to our investigation. The information we gather through this inspection
will help us, in conjunction to other phases of the discovery process, to deter-
mine and ascertain the person or persons who have committed the infringement
in question. In order to do this, we seek to enter your premises and perform a
survey of network.

The purpose of the Survey of Network phase of our informal discovery process
is to obtain information about the physical nature of the network related to
the IP address, and to access tangible things on your premises to help with our
investigation mentioned above.

The scope of this inspection has certain physical limitations, and they are as

follows. We request for permission to enter onto designated premises, land, or
other property possessed or controlled by the accountholder ofthe IP address, so
that we may inspect, measure, survey, photograph, test, or sample the property
or any designated object or operation on it. The Inspection of Premises will en-
tail, but may not be limited to: (1) the survey of the accountholder's curtilage,
property and the premises on which the IP address is related or adjacent to; (2)
the inspection of any hardware, networking equipment (e.g., modems, routers,
etc.), software or any instrument of public utility provided by the internet ser-
vice provider in conjunction with the accountholder's internet service, (3) any
modems and routers potentially used to connect to the network associated with
said IP address; (4) existence of any wireless network devices; or (5) the survey
of regular or frequent users of the accountholders internet connection.

Inspection of Premises will be arranged to occur at a predetermined time. The
inspections will be thoroughly recorded and, if relevant, may be used at any
related legal proceedings. In addition to your response to this letter of request,
your further cooperation and assistance in arranging and conferring the logistics
of the inspections are required and requested at a reasonable time.

IV. Miscellaneous

Requests herein are not exclusive. This letter in no manner limits the scope of
discovery and it is not intended to mislead any parties as to the scope and limits
of their cooperation pertaining to this discovery. Upon further investigation, further
requests may be presented to you as they arise for our satisfaction.

Your written response to this letter is requested 0810812012 days from date of letter
or at your discretion, whichever is sooner. This response, in order to constitute a
full and due response to our request, must address, in addition to the requests above,
any information regarding the existence, whereabouts, availability, or any reasons for
unavailability of the requested document, tangible thing or ESI. This response must
also explairr or address auy issue you deern relevarrt to our discovery efforts.



please be reminded again of your continuing obligation to take reasonable steps

in preserving all d"i"'ffi;;';;"tbt 'n**'?"a 
iSI potentiallv relevant to anv

ffi;; thil matter as discussed below'

We thank you in 'i;;"il-yot" 
anticipated co-operation'

SincerelY,&#
Li."rrr"a onlY in the state of Florida



Preseraati,on of Eaid,ence ( Spoli,ation) Warning

I. Demand for Preservation of Evidence

The purpose of this letter is to confirm your obligation to take reasonable steps to pre-
serve all documents, tangible things and electronically stored information (hereinafter
'ESI') potentially relevant to any issues in the above entitled matter. Preservation
means taking reasonable steps to:

1. Ensure that potentially relevant documents, tangible things and ESI
are not des , Iost or relinquished to others, either intentionally, or in-

ation of an ordinary course doc-
ument retention/destruction policy;

2. Ensure that potentially relevant documents, tangible things and ESI are
not modified - an issue that arises particularly in the case of ESI (which
rnay be modified by the sirnple aot of accessirrg the inforrnation), arrd irt the
case of documents used on an ongoing basis in the operation of the business;
and

3. Ensure that potentially relevant documents, tangible things and ESI
remain accessible - again, an issue that arises particularly in the case of
ESI, which may require particular forms of software or hardware to remain
readable.

Failure to comply with this notice can result in severe sanctions and penalties being
imposed by the Court for spoliation of evidence or potential evidence . To avoid such
sanctions it is essential to ensure that potentially relevant materials are preserved
intact and unmodified in their original form, until counsei has had an opportunity to
assess the relevance of the records and the appropriate means of production of the
records to opposing parties.

The obligation to preserve the relevant documents, tangible things and ESI arose when
you received notice from your ISP, putting you on notice of this potential litigation,

Although we may bring a motion for an order preserving documents and things from
destruction or alteration, your client's obligation to preserve documents and things
for discovery in this case arises in law and equity independently from any order on
such motion. Nothing in this demand for preservation should be understood to di-
minish your existing obligation to preserve documents, tangible things, ESI and other
potentially relevant evidence.

II. Electronically Stored Information (ESI)1

Importantly the obligation to preserve documents applies to data and information in
electronic form . The obligation extends to all ESI, stored on any kind of electronic
media. The possible forms of ESI include not only emails and word processing doc-
uments, but also spreadsheets and other accounting data, the contents of databases,
electronically-stored voice mail records, archived and deleted files, autorecovery files,

lSee, e.g., Krumwiede v. Brighton Associates, LLC, 2006 WL 1308629 (N.D. lll. May 6, 2006). (Default judgment
granted, and sanctions issued, for deleting, altering and accessing electronic data despite litigation hold); Arista Records v.
Tschirhart, No. SA-05-CA-372-OG, 241 F.R.D. 462, 466 (W.D. Tex. Aug. 23, 2006) ("ln this case, defendant's conduct
shows such blatant contempt for this Court and a fundamental disregard for the judicial process that her behavior can only
be adequately sanctioned with a default judgment. No lesser sanction will adequately punish this behavior and adequately
deter its repetition in other cases.")



web-based files such as internet history logs, temporary internet files and ncookies,'

and metadata.

ESI resides not only in areas of electronic, magnetic and optical storage media rea-
sonably accessible to you, but also in areas you may deem not reasonably accessible.
You are obliged to preserve potentially relevant evidence from both these sources of
ESI, even if you do not anticipate producing such ESI.

The demand that you preserve both accessible and inaccessible ESI relevant to this
matter is limited, reasonable, and necessary. As you are aware, the recent state and
federal laws require that you preserve and at the appropriate time produce all sources
of ESI. For good cause shown, the court may order production of the ESI, even if
it finds that it is not reasonably accessible. Accordingly, even ESI that you deem
reasonably inaccessible must be preserved in the interim so as not to deprive our
client of its right to secure the evidence or the Court of its right to adjudicate the
issue.

Electronic documents and the storage media on which they reside contain relevant,
discoverable information beyond that which may be found in printed documents,
Therefore, even where a paper copy exists, we will seek all documents in their elec-
tronic form along with information about those documents contained on the media,
We also will seek paper printouts of only those documents that contain unique infor-
mation after they were printed out (such as paper documents containing handwriting,
signatures, marginalia, drawings, annotations, highlighting and redactions) along with
arry paper documents for which no corresponding electronic files exist.

Adequate preservation of ESI requires more than simply refraining from efforts to
destroy or dispose of such evidence. You must also intervene to prevent loss due to
routine operations and employ proper techniques and protocols suited to protection of
ESI. Be advised that sources of ESI are altered and erased by continued use of your
computers and other devices. Booting a drive, examining its contents or running
any application will irretrievably alter the evidence it contains and may constitute
unlawful spoliation of evidence. Consequently, alteration and erasure may result from
your failure to act diligently and responsibly to prevent loss or corruption of ESI.

III. Avoiding Spoliation2

You must act immediately to preserve potentially relevant ESL Through discovery we
expect to obtain from you a number of documents and things, including files stored on
your client's computers and your client's computer storage media. In order to avoid
spoliation, you need to preserve the data on the original media, or on exact copies
of that media (sometimes referred to as image, evidentiary, or mirror copies), and be
able to prove that the original matches the copy in every respect. Do not reuse any
media to preserve this data.

Additionally, in order to avoid spoliation you may have to suspend certain normal
computer maintenance procedure, including but not limited to such procedures as:

1. De-fragmenting hard drives;

2See, e.g., Krumwiede v. Brighton Associates, LLC, 2006 WL 1308629 (N.D. lll. May 6, 2006). (Default judgment
granted, and sanctions issued, for deleting, altering and accessing electronic data despite litigation hold); Arista Records v.
Tschirhart, No. SA-05-CA-372-OG, 241 F.R,D. 462,466 (W.D. Tex. Aug. 23, 2006) ("ln this case, defendant's conduct
shows such blatant contempt for this Court and a fundamental disregard for the judicial process that her behavior can only
be adequately sanctioned with a default judgment. No lesser sanction will adequately punish this behavior and adequately
deter its repetition in other cases.r')
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2. Running any 'disk clean-upn processes;
3. Purging the contents of e-mail repositories by age, capacity or other cri-
teria;
4. Overwriting, erasing, destroying or discarding back up media;
5. Re-assigning, re-imaging or disposing of systems, servers, devices or me-
dia;
6. Running antivirus or other programs effecting wholesale metadata alter-
ation;
7. Releasing or purging online storage repositories;
8. Using metadata stripper utilities;
9. Disabling server or IM logging;
10. Deleting internet cookies; and
11. Deleting browser history, bookmarks and favorites.

Our discovery requests will ask for certain data on the hard disks, floppy disks and
backup media used in your client's computers, some of which data are not readily
available to an ordinary computer user, such as 'deleted' files and nfile fragments.n As
you may know, although a user may nerase' or ndelete' a file, all that is really erased
is a reference to that file in a table on the hard disk; unless overwritten with new
data, a odeletedn file can be as intact on the disk as any nactiven file you would see in
a directory listing.

Your client is also to preserve and not destroy all passwords, decryption procedures
(including, if necessary, the software to decrypt the files); network access codes, 10

names, manuals, tutorials, written instructions, decompression or reconstruction soft-
ware, and any and'alI other information and things necessary to access, view and (if
necessary) reconstruct the electronic data we will request through discovery.

You should anticipate that certain ESI, including but not limited to spreadsheets and
databases, will be sought in the form or forms in which it is ordinarily maintained.
Accordingly, you should preserve ESI in such native forms, and you should not select
methods to preserve ESI that remove or degrade the ability to search your ESI by
electronic means or make it difficult or burdensome to access or use the information
efficiently in the litigation. You should additionally refrain from actions that shift
ESI from reasonably accessible media and forms to less accessible media and forms if
the effect of such actions is to make such ESI not reasonably accessible.

You should further anticipate the need to disclose and produce system and applica-
tion metadata and act to preserve it. System metadata is information describing the
history and characteristics of other ESI. This information is typically associated with
tracking or managing an electronic file and often includes data reflecting a file's name,
size, custodian, Iocation and dates of creation and last modification or access. Appli-
cation metadata is information automatically included or embedded in electronic files
but which may not be apparent to a user, including deleted content, draft language,
commentary, collaboration and distribution data and dates of creation and printing.
Be advised that metadata may be overwritten or corrupted by careless handling or
improper steps to preserve ESI. For electronic mail, metadata includes all header
routing data and Base 64 encoded attachment data, in addition to the To, From,
Subject, Received Date, CC and BCC fields.

IV. Specific Requests

Accordingly, electronic data and storage media that may be subject to our discovery

10



requests and that your client is obligated to maintain and not alter or destroy, include
but are not limited to the following:

1. Computers: The following steps should immediately be taken to safeguard all
computers.

a. Computer: You are not to destroy or modify any computers used or
potentially used in the downloading of the copyrighted content at issue
in this case. This includes, but is not limited to:

i. Desktop computers, laptops, home computers, personal dig-
ital assistants, cell phones, Blackberrys, Palm Pilots or similar
multi-functional devices, voicemail, digital cameras, other digi-
tal storage devices such as floppy disks, CD's, DVD's, zip drives,
backup media, external hard drives and USB ('thumb') drives.

ii. Any components attached to or contained within the com-
puters such as the hard drive, tape drive, computer bus, CPU,
motherboard, RAM, storage controllers, media devices, modem,
router, and monitor.

iii. Relevartt electrottic informatiort, such as data files corrtairred
within those computers. This includes relevant electronic infor-
mation stored on your client's behalf by third parties such as

banks, professionals (such as accountants or lawyers), the gov-
ernment, insurers, third party service providers, affiliated com-
panies, data warehouses or internet service providers.

b. Fixed drives attached to such computers: (i) a true and correct
copy is to be made of all electronic data on such fixed drives relating to
this rnatter, irrcludirrg all active files arrd cornpletely restored versiorrs of
all deleted electronic files and file fragments; (ii) full directory listings
(including hidden files) for all directories and subdirectories (including
hidderr directories) orr such fixed drives should be writterr; and (iii) such
copies and listings are to be preserved until this matter reaches its final
resolution.

c. AII floppy diskettes, CDs, magnetic tapes and cartridges, and other
media used in connection with such computers prior to the date of de-
livery of this letter containing any electronic data relating to this matter
are to be collected and put into storage for the duration of this lawsuit.

2. The Copyrighted Content at Issue: With regard to the copyrighted data file:
You are not to modify or delete any data files, 'deleted' files and file fragments
related to the copyrighted content at issue in this case existing at the time of
this letter's delivery, which meet the definitions set forth in this letter, unless a
true and correct copy of each such electronic data file ha"s been made and steps
have been taken to assure that such a copy will be preserved and accessible for
purposes of this litigation.

3. Networking Equipment: With regard to any networking equipment: You
are not to modify or delete any equipment used to connect to any network
associated with your client's IP address relevant to this case. This includes, but
is not limited to any modems and routers associated used or potentially used to

11
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4.

5.

6.

connect to the network associated with said IP address.

Programs Used to Download the Copyrighted Material: With regard to
any programs used or that could potentially have been used to download to the
relevant copyrighted content: You are not to modify or delete such programs.
This includes, but is not limited to, any BitTorrent software or programs, used
in any manner by you, not just to download the copyrighted material.

Access to Relevant Websites: With regard to any websites where the relevant
copyrighted material was found and downloaded by you: You are not to modify
or delete anything related to accessing these websites. This includes, but is not
limited to, deleting internet cookies, deleting browser history, bookmarks and
favorites.

Online Data Storage on Mainframes and Minicomputers: With regard
to online storage and/or direct access storage devices attached to your client's
mainframe computers and/or minicomputers: You are not to modify or delete
any electronic data files, ndeletedo files and file fragments existing at the time of
this letter's delivery, which meet the definitions set forth in this letter, unless a
true and correct copy of each such electronic data file has been made and steps
have been taken to assure that such a copy will be preserved and accessible for
purposes of this litigation.

Offiine Data Storage, Backups and Archives, Floppy Diskettes, Tapes
and Other Removable Electronic Media: With regard to all electronic
rnedia used for offiirre storage, irrcludirrg rnagnetic tapes arrd cartridges aud other
media that, at the time of this letter's delivery, contained any electronic: You are
to stop any activity that may result In the loss of such electronic data, including
rotation, destruction, overwriting and/or erasure of such media in whole or in
part. This request is intended to cover all removable electronic media used
for data storage in connection with their computer systems, including magnetic
tapes and cartridges, magneto-optical disks, floppy diskettes and all other media,
whether used with personal computers, minicomputers or mainframes or other
computers, and whether containing backup and/or archive data sets and other
electronic data, for all of thelr computer systems.

Replacement of Data Storage Devices: You are not to dispose of any elec-
tronic data storage devices and/or media that may be replaced due to failure
andf or upgrade and/or other reasons that may contain electronic data.

Fixed Drives on Stand-Alone Personal Computers and Network Work-
stations: With regard to electronic data which existed on fixed drives attached
to stand-alone microcomputers and/or network workstations at the time of this
Ietter's delivery: You are not to alter or erase such electronic data, and not to
perform other procedures (such as data compression and disk de-fragmentation
or optimization routines) that may impact such data, unless a true and correct
copy has been made of such active files and of completely restored versions of
such deleted electronic files and file fragments, copies have been made of all
directory listirrgs (irrcludirrg hidderr files) for all directories and subdirectories
containing such files, and arrangements have been made to preserve copies dur-
ing the pendency of this litigation.

Programs and Utilities: You are to preserve copies of all application programs
and utilities, which may be used to process electronic data covered by this letter.

7.

8.

9.

10.
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11.

12.

Log of System Modifications: You are to maintain an activity log to docu-
meut modificatiorrs rnade to arry electrorric data processing systern that rnay affect
the system's capability to process any electronic data regardless of whether such
modifications were made the client and/or any other third parties.

Evidence Created Subsequent to This Letter: With regard to electronic
data created subsequent to the date of delivery of this letter, relevant evidence
is not be destroyed and you are to take whatever steps are appropriate to avoid
destruction of evidence.

V. Your Obligation

In order to assure that your obligation to preserve documents and things will be met,
we request you do the following:

1. Forward a copy of this letter to all other persons and entities with custodial
responsibility for the items referred to in this letter;

2. Provide Plaintiff with a copy of any correspondence you have sent regarding the
preservation of all documents, tangible things and ESI potentially relevant to
any issues in this matter;

3. With respect to Blackberry or similar multifunctional devices, voicemail, digital
cameras and USB drives, please ensure that those devices [and in particular
the devices of the above named individuals/employeesl are immediately imaged
by an IT department or professional. Since these devices often have limited
memory) any delay may result in relevant ESI being destroyed. We also require
confirmatiorr of the dates when those devices are captured and imaged;

4. Preserve any log or logs of network use, whether kept in paper or electronic form,
and to preserve all copies of your backup tapes and the software necessary to
reconstruct the data on those tapes, so that there can be made a complete, bit-
by-bit nmirrorn evidentiary image copy of the storage media of each and every
personal computer (and/or workstation) and network server in your control and
custody, as well as image copies of all hard drives retained by you and no longer
in service, but in use at any time from to the present;

5. Provide Plaintiff with a letter containing the following information:

a. Confirmation that you are aware of his obligations explained above.
b. The steps taken so far by yourself to preserve the relevant documents,
tangible things and ESI referenced above;
c. Provide a catalog of any spoliation, destruction, or modifications
to any relevant documents, tangible things and ESI that has already
occurred, either intentionally or unintentionally; and
d. Any measures taken to remedy the spoliation that has already oc-
curred to any relevant documents, tangible things and ESI.

6. Provide Plairrtiff with further letters catalogirrg and explairrirrg any further spo-
liation that takes in the future with an explanation on what remedial measures
have taken place to reduce or eliminate the harm caused by the spoliation.

We would welcome the opportunity to speak with you to discuss the scope of produc-
tion of all documents, including the searching and production of ESL
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