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Copyright Trolls Attack – This isn’t The Lord of the Rings!  

Many people do not know that a growing number of Americans are being attacked by 
Copyright Trolls. A Copyright Troll is the term given to a lawyer who (with questionable 
ethics) uses the federal civil courts to pursue people accused of copyright infringement 
of his clients’ creative works. Most notably and perhaps the most active of these 
Copyright Trolls is the ones who specialize in going after people accused of 
downloading copyright protected pornographic movies. The downloading/sharing of 
these pornographic movies occurs over peer-to-peer (P2P) file sharing applications, 
most notably BitTorrent.  

I became involved with this type of Copyright Troll in 2011, when I was accused. So 
yes, I’m one of the 200,000+ (and growing) John Doe defendants who have been 
threatened with a federal lawsuit for allegedly downloading/sharing a copyright 
protected pornographic movie. No, I didn’t download/share the movie in question. I have 
proof that unauthorized personnel have been on my network. I keep this information 
ready in case the Troll decides to actually come after me someday.  

After stressing out about possible financial ruin I faced, I started to search the Internet 
for information explaining who these people were and why they were coming after me. I 
got some great information from the Electronic Frontier Foundation (EFF) and talked 
with a lawyer specializing in these cases. I found out that these cases have nothing to 
do with protecting the rights of the copyright owner. This is a business model designed 
to make millions of dollars, regardless of guilt or innocence.  

The Copyright Troll eventually got my personal information from the Internet Service 
Provider (ISP) and I was repeatedly threatened with a federal lawsuit if I didn’t settle 
(pay a couple thousand dollars). My case stayed open for over a year and the Copyright 
Troll eventually dismissed the case. So right now I wait until the statute of limitations 
expires.  

Shortly after being accused and threatened, I started my journey to educate myself and 
others on this subterranean “Legal” denizen, as well as try and do something about 
them. I have given myself the name of “DieTrollDie,” and run a blog titled such. I’m a 
layman (non-lawyer) with some legal experience, as well as being a certified Information 
Technology specialist. In addition to providing news and views on this topic, I also 
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provide templates/examples for legal motions and have started to file legal declarations 
against some of these cases.  

Regardless of what you think of pornography or the file-sharing of copyright protected 
works via the Internet, the actions of the Copyright Trolls and the porn owners are 
wrong. The Copyright Trolls will say they are only going after “Pirates,” who steal their 
clients’ works. The way the Copyright Trolls pursue these cases is akin to the police 
blindly firing a shotgun into a room containing armed criminals as well as innocent 
bystanders. I equate it to “Sue them all and let the courts settle them out.” The 
Copyright Trolls will claim that this is the only way their client can protect his works, as 
well as recovering fees from lost sales.  

These cases do nothing to stop illegal file sharing and the copyright owners have 
realized it is a great revenue stream. One thing most of the porn copyright owners don’t 
do is send Digital Millennium Copyright Act (DMCA) Take-Down notices to the ISP of 
the offending IP addresses. This is one of the simplest and cheapest steps a copyright 
owner can take to respond to people stealing his works. When a DMCA take-down 
notice is sent to the ISP, they (the ISP) have to take steps to correct it or they can 
possibly become liable. Instead, most porn copyright owners are content to let the 
activity continue and just seek settlements from alleged offenders. This keeps a never 
ending cycle of copyright infringement law suits coming. The settlement amounts can 
vary, but they have generally stayed in the area of $3,000.00 per movie. The Copyright 
Trolls and porn owners picked this amount, as it is cheaper than hiring an attorney to 
defend oneself. The fact that these allegations deal with pornography (some of it is gay 
or fetish in nature), some people will pay (regardless of guilt) to make it go away and 
avoid any embarrassment. Before I get into how a case is started and what to do if you 
are accused, here is some background on the offense.  

Copyright infringement is covered by US Code, Title 17, Chapter 5 (Federal Law). There 
is a three year statute of limitation from the date of offense. As there are no States laws 
for this offense, the Federal courts are where it is generally played out. As each case 
and situation is different for the Doe defendants, I will provide a general outline on how 
the cases are started, the money the Trolls make, what options you have, and possible 
outcomes.  

How the cases are started  

The Copyright Troll employs some firm/technicians to monitor BitTorrent for copyright 
protected movies of its client. This person collects the “public” Internet Protocol (IP) 
addresses that are illegally downloading/sharing, as well as the date and time it 
occurred. The public IP address (i.e. 65. 123.56.101) is IP address your ISP assigns 
you for a particular period of time. The technician collects the public IP address, as well 
as other details concerning the downloading/share of its client’s work. The collection 
period can vary, but generally ranges from one to a couple months. The technician 
filters out all non-US IP addresses, as it is pointless to try and sue people outside US 
jurisdiction.  

http://www.law.cornell.edu/uscode/html/uscode17/usc_sup_01_17_10_5.html�
http://ctwatchdog.com/finance/sued-for-downloading-porn-one-victims-answer/2�


These technicians are questionable at best, and the software, methods, and evidence 
handling have never been reviewed or tested. Some of these BitTorrent monitoring 
companies also have questionable ties to the Copyright Trolls themselves. One of these 
companies is “6881 Forensics” LLC (formerly the Media Copyright Group). The 
technician for 6881 Forensics is Peter Hansmeier, brother to Paul Hansmeier (of the 
Steele|Hansmeier, One of the first Copyright Troll firms). Steele|Hansmeier has since 
changed its name to “Prenda Law Inc.” Fast names changes will not hide the fact of a 
questionable relationship and that their evidence is weak, suspect, and untested. 

Now depending on which court the Copyright Troll is going to file the case in, they may 
filter out IP addresses that are not within the jurisdiction of the court. For example, this 
means only filing cases in the Northern District of California with Doe defendants that 
live within that courts jurisdictions. Courts like the District of Columbia don’t have an 
issue with jurisdiction, as long as the Copyright Troll claims all the defendants 
downloaded/shared the same copyright protected movie. So the Washington DC court 
has become a bit of a favorite filing location for the Copyright Trolls. This way the Troll 
only has to spend $350.00 to file a single case on a large number of Doe defendants. 
One recent case (AF Holdings v. Does 1-1058, # 1:12-cv-00048, Prenda Law Inc.), was 
filed in the DC court on 11 Jan 2012.  

Follow the Money 

Taking the above mentioned case as an example, let’s follow the money. For this 
operation, the Copyright Troll usually agrees with the copyright content owner to handle 
all initial cost up front – case filing, technician fees, hourly firm rate, etc. So for filing the 
above case, Prenda Law Inc., has spent $350.00 to file the case, as well as the time on 
the case paperwork, which includes a request for a subpoena for Internet Service 
Provider (ISP) subscriber information. Most of these cases are template based, 
requiring them to just change the specific details and file. Let’s be overly generous and 
say it cost them a total of $700.00 to do this. Most judges will grant the subpoena, as 
the Troll cannot find out the names of the alleged infringers without it. The subpoena is 
granted and the various ISPs are sent a copy of it telling them to provide the subscriber 
information for each public IP address on a specific date.  

The ISP sends each of the identified customers a letter telling them that the public IP 
address they used on a specific date/time is part of a federal copyright infringement 
case. The ISP subscriber is informed that by a certain date their personnel information 
will be released to the Troll unless they file a motion to quash the subpoena with the 
court. Some of the Doe defendants may file an anonymous motion to quash. The DC 
court eventually denies the motions and authorizes release of the subscriber 
information. The ISP releases the subscriber information to the Troll.  

The Copyright Troll then begins to send settlement letters, telephone calls, and emails 
to the Doe defendants. These settlement demands generally tell the recipient that (1) 
you are guilty, (2) there is no excuse/mitigation as to why you are guilty, (3) If you didn’t 
know what was happening on your network, you’re negligent (and thus guilty), (4) Pay 
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our settlement demand (let’s say $3,000.00), and (5) sign our non-disclosure 
agreement. Oh and if you don’t do this in a very short time period, the settlement 
amount will go up.  

If you do not settle, the Troll will claim they will name you in a federal lawsuit and you could be 
ordered to pay $150,000.00 plus legal fees. Here is a copy of a settlement demand letter from 
Prenda Law. 

According to one Copyright Troll, 35-55% of the Doe defendants settle very early. So 
let’s say half of the Does in the above case decide to settle (529 Does) after being 
contacted. 529 Does times $3,000.00 = $1,587,000.00. 

This doesn’t even address the Does that settle after more pressure is put on them. So now the 
Troll has to split it with the copyright owner. One copyright owner has stated they do a 60/40% 
split in his favor. So the copyright owner gets $952,200.00 and the Troll gets $634,800.00. Now 
even if you increase the amount of money the Troll had to initially pay, to say $10,000.00, that 
still leaves him a profit of $624,800.00! Even if you increase it to $100,000.00, a half million 
dollars profit is no joke. You can see this is a money making operation with one hell of a return 
rate. 

So what do you do if you are notified that you are now a Doe defendant in one of 
these cases?  

If your notification is from your ISP, advising you they will release your personal 
information to the Copyright Troll, you can either (1) do nothing, (2) hire a lawyer to file 
a motion to quash the subpoena OR negotiate a settlement, (3) file a motion to quash 
by yourself (Pro Se), or pay the Troll and sign his non-disclosure agreement. 

With filing a motion to quash the subpoena, you are asking the court to deny the subpoena 
(release of your personal information) based on some error or improper fact. Some of the reasons 
used in the motions to quash are improper jurisdiction of the court, improperly joining all the 
defendants together in one case, not showing enough evidence that a Doe defendant committed 
the offense, or that the movie in question didn’t have a valid copyright registration. The success 
of a motion to quash varies greatly between courts and judges. 

If your notification is directly from the Troll (after the ISP releases your personal 
information), you can either tell the Troll to “go away,” pay the settlement fee, or hire an 
attorney to negotiate a settlement OR tell them to get lost. You will notice I haven’t said 
hiring the attorney to defend you in trial.  

That is because for all the copyright infringement cases filed by these Trolls, NONE have gone 
to a full trial (summons, answer, discovery, pre-trial, trial, etc.). There have been a couple 
“default” judgments against defendants that just ignored the court summons. One of these was a 
Canadian citizen that essentially told the US court that US law didn’t apply to him. The US court 
did like that answer. Other such defendants have been people with no assets, so financial 
judgments against them are really pointless besides giving the Troll a case to brag about. 
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The problem the Copyright Trolls have with going to a full trial is a combination of 
negative public exposure of their operation and having to answer detailed questions 
during the trial phases. Some of the questions bound to be raised by a defense attorney 
are (1) who collected the BitTorrent evidence, (2) what is their qualifications and 
certifications, and have these methods been independently tested and evaluated.  

These are all part of the Daubert Standard. And when it comes down to it, going to trial 
with only the public IP address is a serious gamble for the Trolls. The Trolls know this 
and have stated as such in court papers. The Trolls have stated that without actually 
interviewing the ISP subscriber (who may OR may not be the alleged offender), they 
don’t want to name a Doe defendant and issue a summons.  

Weak Evidence 

As most people today use a WiFi Firewall/Router on their home network, the public IP 
address actually hides all the “internal” computers/devices (computers, smart phones, 
iPads, TVs, DVD players, game systems, etc.) from the outside world. This means that 
just because they have the public IP address, it doesn’t mean the ISP subscriber 
illegally downloaded/shared the movie in question. Here are some reasons why:  

(1) Home WiFi access point run open (like at an airport or coffee bar) and abused by an 
unknown person.  

(2) Guest at the residence abusing the Internet connection without the owner knowing.  

(3) Neighbor connects (knowingly or unknowingly) to the network and the owner doesn’t 
know of this activity.  

(4) IP address is part of a group residence (roommates), apartment building, or small 
home business where a user (not the ISP subscriber) downloaded/shared copyright 
protected movie.  

(5) Home system infected by a Trojan Horse malware program and controlled by 
unknown personnel.  

(6) Unknown person hacks the WiFi security settings of the firewall/router to abuse the 
ISP subscriber’s Internet connection. 

As you can see, the public IP address is really just a starting point for the Trolls. Without 
interviewing the defendant and getting more facts, they take an awful risk of losing a 
case in court. Trials are expensive and the Trolls could be ordered to pay the legal fees 
of the defendant. As this is a money-making operation, trials are not a good option for 
the Trolls.  
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What can you expect when you tell the Copyright Troll to “go away?”  

First you (or your lawyer) will get repeated calls/emails stating they are going to take 
you to trial and it is in your best interests to settle. Talk is cheap as the saying goes. 
Based on the previous actions of the Trolls, I have been telling people to do the 
following when they contact you: 

(1) Remain calm. (2) Tell the person that you didn’t do it. (3) Tell them there is no 
evidence on your computers. (4) Tell them you will fight them in court if it comes down 
to it. (5) Tell them to have a nice day and not to call back. – By doing this, it makes it 
harder for the Troll to claim you are evasive and get a court to authorize a limited 
deposition (interview) of you prior to a summons. The Troll doesn’t want to actually 
serve you.  

The Troll will still continue to contact you. Just document everything concerning the calls 
and/or emails you get. If you think you can reason with the Trolls, you are only deluding 
yourself. They are only interested in collecting settlement fees; guilt or innocence does 
really matter to them at this point. Do not discuss anything else with them. All they have 
is the public IP address and they would love for you to say that you have caught your 
teenage son watching porn on the Internet in the past. They will also try to assess your 
financial situation, as going after people with no assets is not their goal.  

For most of the Does in the older cases, the calls eventually stop and the case is 
voluntarily dismissed by the Troll or by the court. The case may be over, but the Troll 
can still rename you in a new case until the statute of limitation expires.  

For some of the Does defendant in the newer cases, the Trolls have started to file single John 
Doe cases against people. This can happen when a Doe defendant files a motion to quash or after 
repeatedly ignoring the Trolls’ threats. It doesn’t happen all the time and it appears to be a 
method to scare some of the Doe defendants. Being “single” Doe defendant doesn’t change 
anything in terms of evidence against you. 

One thing the Trolls don’t like to do (even when they can) is actually “name” the 
defendant and serve a summons on them. The weak public IP address “evidence” is the 
reason for this. It also starts the pre-trial process is which both sides can interview 
(depose) all relevant parties. The Trolls don’t want a Doe’s lawyer asking questions of 
the BitTorrent monitoring company, the evidence, or its technicians.  

Do not ignore any official court paperwork (summons, subpoena, etc.) directed at 
you. 

If you ever receive any official court paperwork, such as a subpoena (not the one to the 
ISP) or summons, don’t ignore it. At this point I would retain an experienced Intellectual 
Property attorney. As previously stated, there have been no instances of a Doe 
defendant going to a full trial (non-default judgment). That is over 200,000 Does and not 
a single trial. 
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The attorney is going to make sure you don’t fall for the Trolls tricks, expose their questionable 
operation, and weak evidence. Unless they have some really good evidence (like an admission of 
guilt), the risk of losing a case and having to pay the defendants legal bills is not worth it to 
them. Yes it may cost you some money up front, but it greatly improves your ability to fight this. 

Many of the courts have started to realize the Trolls are abusing the system for profit 
and are making it hard on them. The Trolls are adapting and even started using some 
arcane laws in Florida and Arizona (Pure Bill of Discovery) to get State courts to issue 
subpoenas for ISP subscriber information. One recent bit of good news is a Doe 
defendant in California has just counter sued one of the porn companies (Liuxia Wong 
v. Hard Drive Productions Inc., and Does 1-50, case # 5:12-cv-00469, Northern District 
of CA) for harassing defendants to pay settlement fees. This will be an interesting case 
to watch.  

John Doe, AKA: DieTrollDie  
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